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Tlpononyemocs 00 poszensndy memoouxa aemomamuynoi diacnocmuxu npayezoamuocmi SCADAcucmemu 6
PedANcuMi peanrbHo20 Yacy 3a 3MIHOK THGOPMAYITIHO-0IAZHOCMUYHUX 03HAK KOHMPOIbOSAHUX NAPAMEMPIE Y
npoyeci NpoxXoONHCeHHs NOMOKIE OaHux 3a cmpykmyprumu oounuysimu i pienamu iepapxii SCADA.B
pamkax memoouxu oynu cgpopmynboari HeobXioni i docmamui Kpumepii 6UseieHHs 6IOMO8U 8 cucmemi,
HeoOXiOHI i docmamui Kpumepii poO3MedCyBaHHA He3ANeHCHUX | BMOPUHHUX GIOMO8 HA NIOCMABI N02IKU
@ynxyionysanns SCADA3 ypaxysauHam nputuHHO-HACTIOKOBUX 36'A3Ki8 MIdC NOOIAMU MA XAPAKMEPHUX
0Ccob6aUBOCMEN KONHCHO20 PI6HS I€papXii cucmemu.

s Haseoenoeo ua manonxy npuxiady cmpykmypuoi cxemu SCADA cucmemu noxaszana oiacpama
KOH@I2ypayiinol npus'asku CMpyKmypHux eemMenimie cucmemu 3 memoro jnokarizayii éiomoe. Ha 6asi k-
3Haunoi nociku E. Ilocma 3 6UKOpUCMAanHam Xapakmepucmuynux QyHkyil neputo2o pooy Oyau euseoeti
AHANIMUYHT 307IeHCHOCTI BUABTIEHHS [ IOKANI3aYIl 8IOMO8 Y cucmemi, BUSHAYEHHS He3ANeHCHUX GIOMOE.
Bukxopucmanns memoouxu asmomamuunozo suseients iomos y pooomi SCADAOo03zs015€ po3pobismu
niocucmemu asmogiOHOBNEeHHs NPAYE30AMHOCME CUCIeMU NICTIL 000POMHUX GIOMO8 ) PENHCUMI PeaibHO20
yacy.

Kurouosi cnosa. asmomamuuna Oiaenocmuxa 8i0mMo8, iHGopmayitino-0iacHoOCMUu4Hi 03HAKU, QYHKYIs
8usABIeHHs 8ioMo8u & cucmemi, Ksnauna nozixa.

Ilpeonacaemcs k paccmompenuro Memoouka a8MOMAMUYECKOU OUASHOCMUKU pabOOMOCnOcoOHOCmU
SCADA cucmembvl 6 pedcume peanbHO20 BPEeMEHU NO UBMEHEHUI0 UHMOPMAYUOHHO-OUASHOCTNUYECKUX
NPUSHAKO8 KOHMPOIUPYEMBIX NAPAMEMPOE8 8 Npoyecce NPOX0AHCOeHUS NOMOKO8 OAHHBIX HO CIMPYKINYPHBIM
eounuyam u yposuam uepapxuu SCADA.B pamxax memoouxu Ovliu chopmyauposanvt Heobxooumvlie u
docmamounvle Kpumepuu 0OHAPYIICEHUs. OMKA3A 8 cucmeme, HeoOX00uMbvle U 0OCMAmoynble Kpumepuu
Ppazepanudenus He3a8UCUMbIX U 6MOPUYHbIX OMKA308 HA ocHoge nocuku @ynkyuonuposanusi SCADACc
VUemom NPUYUHHO-CLEOCMBEHHBIX C853€eUl MeHCOY COOBIMUAMU U XAPAKMEPHBIX 0CODEHHOCEU Ka# 0020
VDOBHS uepapxuu CUcmembl.

s npusedennozo na pucymnxe npumepa cmpykmyproi cxemvt SCADAcucmemsr noxazana ouazpamma
KOHUSYPAYUOHHOU NPUEA3KU CIPYKINYDHBIX 9JEMEHMO8 CUCMEMbl C Yeavblo JoKAIu3ayuyu omxasos. Ha
6aze K-snaunoit nocuxu 3. Ilocma ¢ ucnoav3oeanuem xapakmepucmuueckux QyHKyuil nepeo2o pooa duliu
6b16COEHbL AHATUMUYECKUE 3A8UCUMOCTIU OOHAPYIHCEHUS U TOKATUZAYUU OMKA308 6 Cucmeme, OnpedeneHusl
He3a8UCUMBIX OMKA308.

HUcnonvzosanue memoouxu asmomamuieckozo obuHapycenus omxazos 6 pabome SCADA nozsonsem
pazpabamvieams NOOCUCHEMbL ABMOBOCCMAHOBNEHUST PADOMOCHOCOOHOCMU CUCTHEMbL NOCAE 0OPAMUMBIX
OMKA308 8 Pedrcume peanbHo20 6PeMeHU.

Knioueswvie cnosa: aemomamuyeckas OUASHOCUKA OMKA308, UHMOPMAYUOHHO-OUASHOCTIUYECKUe
npusHaKu, GyHKyus ooHapyscenus omkasza 6 cucmeme, Ksnaunas nocuxa.

Automatic diagnosis method for SCADA operabilitydal time by changing information and diagnostic
features of controlled parameters during propagatiof information flows between SCADA hierarchy
levels is proposed to consider in this paper. Nemgsand sufficient fault detection criteria in thgstem,
necessary and sufficient criteria of differentiatiof independent and secondary failures based okC2C
functioning logic taking into account cause-effietaitions between events and features of the egstera
hierarchy level were formed in this method.

Configuration binding diagram of the system struetelements is shown to localize the failure fag th
given example. The analytical dependencies wereaedto detect and localize the failure and define
independent failures based on Post’s k-valued lbgiasing the characteristic functions of the fkistd.

The use of automatic failure detection method IrABE work allows us to develop auto recovery
subsystems of system operability after reverséilerés in real time.
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I ntroduction. At present, SCADA develop and apply an automatic real time self-
(Supervisory Control And Data Acquisition)recovery subsystem in case of functionality loss of
systems are actively implemented to increase thiee individual structural units or the entire syste
efficiency of enterprises in oil and gas industty eacaused by reversible failures that do not lead to
every stage, beginning from the prospecting andalfunction of equipment, but it can cause a full o
mining development, well-boring and oil partial software failure [10, 12].
production to the fuel processing and transpomtatio  The purpose of this paper is to consider the
This class of systems is widely used to control thmethod of detection and localization failure tyge b
technological parameters of drilling mode; tachanging information and diagnostic features of
monitor the technical condition of equipment andechnological control object parameters during
aggregates; to control the production contrghropagation of information flows between SCADA
systems; to ensure the alarm signals and messabisarchy levels.
in case of emergency state etc. [1,2]. Among many

well-known SCADA, there are the most commoré The main research. Let's consider a general

xample of SCADA structure fragment (see Fig. 1)

or the failure diagnosis during propagation of
g’};n\évs?gggwgf I'ég;]?ggh[STMrléfénEIm’g%sgsfr%r]ﬁinformation flows between SCADA structure
AdAstrA Research Group, Ltd. [6] etc. There arglergentfhan? hlertelrchy{e\{[ﬁls. ¢ of technological
increased requirements to ensure reliability an ,[01 b(.e |tmes ampt ; ?Csoep of techno ogéc%
fault tolerance for mission-critical SCADA real “ONYO! ObJECt parame ers ( : .) IS measured by
time systems working in oil and gas industry [7,8]4SinNg Smart SensorsSSand it is registered in
Therefore, one of the ways to solve this Comp|e$<peC|aI|zed controllers called Data Collection
task is the creation of the operability diagnosislodesDCN,; .
methodology for such real time systems [9,10].

Analysis of current investigations in SCADA X (O ={ X (0, % (D ¥ (9 X (B}
diagnosis area. SCADA system isa distributed

multi-level and multi-tasking hardware and The program procegy works on the DCN,
software complex. It works in real time mode, andnd it provides reading (t) fromS$S using Data

it is complex, dynamic and difficult to formalize T ansfer ChannelCh, and the port P, with

diagnosis object with changeable structure an . . .
functionality during the “life-cycle” process BCNj. Server§ joined with DCN; as the Wide

[1,2,7,8]. As a whole, SCADA reliability and Area Network (WAN) by using Data Transfer
validity of its data at each hierarchy level depend ChannelsCh,, with corresponding ports;, ;and
the operability of —backbone - nodes, datﬂD ProcessesB. and C are responsible for the
transmission channels, peripheral equipment ands - i P
software conformity. data transfer betweeDCN; and serverS by using
Today’'s modern SCADA systems have built-i
functions of automatic low-level diagnostics Witr:bata Transfer Protoc@lTR . There are two
the ability to display diagnostic messages abodgatabases (DB) on the ser&r First of them is a

faults in the system. Unfortunately, modernea| time databas®B, and the other is an archive

SCADA diagnostic methods are usually oriente . .
for manual disaster recovery of the system by usi tabas®B, . Recording the data DB, and DB,

maintenance personnel. The analysis of diagno<iEe, performed by using the program processes D
subsystems for such SCADA as WinCC (Siemen&Nd E. SCADA operating personnel work with the
Germany) [3], SPPA-T3000 (Siemens, GermanyderverS through the interface of Automated Work
[11] allows us to make a conclusion about theigtation placeAWS .

automatic operability support by using “watchdog SCADA structure is represented in the form of

timers” or/and “hot” backup of backbone nOdeﬁierarchy levels that correspond to possible failur
with automatic switching to backup equipment

i o
case of failure. "ocalization levelst. ={1,2,..n(L},

Emphasis of previously unresolved parts of  Wheren(L) =|Lis a count of hierarchy levels.
the general issue. However, it is possible to  Accepting the following:

systems such as SIMATIC WinCC from Siemen
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- Ljis a set of system hierarchy levels that

corresponds to appreciate backbone nodes where it
can be realized access from the system to the

parameten (t); . According to the levels of System Failure Types
- L, is a set of system hierarchy levels thatsFT) | 0L, the controlled parametex (t)can be
corresponds to appreciate Data Transfer Channelsgnd in one of the following states:
Therefore, we have following set for SCADA  _ parameter value with timestamp t on the

structure (see Fig. 1):={1,2,3,4,5,4,, where hierarchy level | is registered and it is valid {V)

| =1is a Technological Control Object (TCO); - parameter value with timestamp t on the
| =2 is Smart Sensors (SS)=3is Data Transfer hierarchy level | is registered and it is invaliy (
Channels (DTC) from SS to the next hierarchy — parameter value with timestamp t on the
Ievel; | =4is Data Collection Nodes (DCN),:S hierarchy level | is absent (A)

is Data Transfer Channels from DCN to the next
hierarchy level)l =6is a SCADA server.

LOL, L={244§,
LOL, L={35.

l\]-_
SFT
loc_ahzmmu AWS, A‘vs11
level ! ?
___________ (mnemonic (mnemonic
8 diagrams, diagrams,
| reports, charts) reports, charts)

= === Ch

LA,

Server S,

= ;
i+l i

Technological Control Object (TCO)

Figure1 - Example of SCADA structure
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For SCADA levelsl L, , let's define possible count of DCN; m, is a count of Data Transfer
variants_ of  receiving/transmitting procesThannels from SS to DCNm, - m_,) is a count
completion of the seX(t) through Data Transfer o pata Transfer Channels from SS, connected to

ChannelsCh, : DCN, .

— receiving/transmitting of the parametet) We define the distribution of controlled
on the hierarchy level | is completed and it isidval parameters through the Data Transfer Channels
v); from SS to DCN on a non-decreasing sequence of

— receiving/transmitting of the paramet®i(t) positive integers K, , K, =k, Ky Kk
on the hierarchy level | is completed, but it igyhere L is an element position of the sequence

invalid (I);
(0 member K, . It corresponds to the sequence

— receiving/transmitting of the parametei(t
g g P %i(t) umber of the Data Transfer Channels from SS to

on the hierarchy level | is absent or it is no o .
completed during configurable timeout of BCN Ch,: N is a count of DCNsm, is a count

receiving/transmitting process completion (A). of Data Transfer Channels from SS to DCNSs;
Let's form the diagnostic matrixD(t), that (k, -k ,) is a count of controlled parameters.

presents the validity of controlled parameters forhey are configured to transfer data through the
1<1<I(S,) SCADA hierarchy levels. We define p1c ch,.

I(S)) as a server level. The configuration diagram of the TCO
We will use Post's three-valued logie, [13] controlled parameters X through the Data Transfer

when forming and analyzing the matrix. Let'sChannels Ch and the Data Collection Nodes is
define the elements, . () of the matrixD(t) on Shown in Fig. 2.

the three-valued seE, ={0,1,3, that corresponds

to the states {A,1,V} for controlled paramete(t), - R P
where IOL, or we have{AlV} forms of >~ >
receiving/transmitting process completion, where L L .
1 2 5 mo mj-l mJ_I+1 m:mj . imN
: : —t— —t —>n
D(t) =[d;c (D] “ s I
Ekl Ekz Ekm, - km 1 Ek1_114-*-1...51(1_11 ilrlmN
dyic (UE } 44—k
iL :I (Sl) + 1_ I 1 1< I S I 61 ) . L2 - ;kl kl+1 .,.E kZ .4.5 kﬂ][ “,; m; | m 1+1...; 1m; i iy
1<iC < n(X). D 1 1
Let's define the distribution of controlled — >

parameters in DCNs (see Fig. 1) on a non:. IR _ E 1
[ itive i igure 2. The configuration diagram of the TCO
decreasing sequence of positive integrs controlled parametersthrough the Data

I, =iiy...dj,..iy, Where j is an element Transfer Channelsand the Data Collection
position of the sequence member. It corresponds Nodes of SCADA

tlo tﬁe Ig(CN_sequence tnuTber;tN Ilf zcount of ?CN; According to this diagram (see Fig. 2), there is
v =N(X) is a count of controlled parametersy,q sy cture of the diagnostic matrix D(t), taking

(i, -i;4) is a count of controlled parameterinto account the distribution of controlled
connected to th®CN. parameters through the DCNSs, as follows:
.

The other non-decreasing sequence of positit
integers M, defines the distribution of Data

Fig.1),M, =m,m,... m,... |, where j is an
element position of the sequence membéy. It
corresponds to the DCN sequence number; N is ¢
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Similarly, there is the structure of the diagnosticontrolled parameter on the system hierarchy level,
matrix D(t), taking into account the distribution o that corresponds to the backbone nodes, or due to

controlled parameters through the Data Transfévalidity the transmitting/receiving process ore th
Channels. as follows: system hierarchy level, that corresponds to the Dat

Transmission Channels for SCADA structural
element with the coordinategiL,iC) and for

ey gy d].-'c,,.,—l---du,g d].-'c,,_._]-l--dL-;-.,_. 1=6 i . .
dypya-- o i athi, . dya-di fi=s  timestamp t is ¢,(d, (1)) =1, where @is the
nit- By - gy a4 4., 1=+ characteristic function of the first kind (1).
dyp Ay, - g -y Ay a--da |[1=3 The count of the diagnostic features
iz Ay 4 ! 1=2

do(dyic (1) and ¢,(d, (1)) for the row iL of the

- di:-,q_,-r- :'_:q diL_,_._] ik
LY—J\—Y—j k—Y—) diagnostic matrix D(t) is determined by using

follows formulas:

Y . g
Ny, (IL,Liy £)= > & @ ic 1)),
Ve, ‘Cizl
n, iLLiy )= @ d, ¢ ¢)).
Thus, the coordinatéd. ,iC)of element b vh) iczzlcpl( e 1)
(dy ;c ) of diagnostic matrix D(t) are strictltied to The total count of diagnostic features for failure
SCADA structural elements. detection =¢,(d, . (t)) for the row il of the

We apply the elementary functiop, of k- giagnostic matrix D(t) is determined as follows:
valued logic to analyze the diagnostic matrix D(t). o _ o
It is a characteristic function of the first kind o N (iL,Liy t)=n, (L.l t }*n, L dt .
value e [13, 14]. We have:
To analyze the diagnostic matrix D(t), we might

1, x=e¢ ek argue, that the all of the SCADA functional
- - . elements, that are involved in propagation of TCO
%(x)=10. x# e &l & @) controlled parameters from SS to the server are
E ={0,1,k-1 worked without failures on the timestamp t. So, for

the first row (iL=1) of the matrix D(t), that
detection: %orresponds to the server hierarchy leM&), we

_ the sufficient diagnostic feature of failure@ve:
absence for a SCADA structural element with the i
coordinates (iL,iC) and for timestamp t is & @(d;c(9) =1.
¢,(d_c(1))=1, where ¢, is the characteristic
function of the first kind (1);

— the necessary, but not sufficient feature
failure detection for a SCADA structural elemen
with the coordinategiL,iC) and for timestamp t is

=6, (dy e (1) ; i -

b . 9. (iL,a,B,t) == ( & d,(dy o (1)),

_— the necessary, but not sufficient feature of ? ic=q T 211

failure ~detection due to absence the TCO \hereq andp take values on the scales of the
controlled parameter on the system hierarchy levelgnfiguration diagram TCO controlled parameters
that corresponds to the backbone nodes or due(g@e Fig. 2) depending on SCADA hierarchy levels
absence the transmitting/receiving process on the

system hierarchy level, that corresponds to th@Dat |t should be noted that, nether diagnostic feature

Transmission Channels for SCADA  structuraly, failure detection=d. (d. . (1)) nor function for
element with the coordinategiL,iC) and for 02(d e (V)

timestamp t is,(d, . () =1, where @, is the failure detection in SCADAGg, (iL,a,B,t) discerns

- . . _ . independent and secondary failure.
characteristic function of the first kind (1); It is needed the additional diagnostic criteria to

_— the necessary, but not sufficient feature Qfiscern the independent and secondary failures on
failure detection due to invalidity the TCOy,q hierarchy level$ >| . They will be examined

Let's define the diagnostic features for failur

In general, there is the failure detection function
in the system, based on diagnostic matrix D(t)
O(,-Enalysis as follows:
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below. If 1., <I(S,), then we should define remaining
Thus, for the current stage of matrix analysig-apa hierarchy levels| <l <I(S,). It is
min = 1/

D(. itis possible to argue the following: ssible to determine the failure detection foiséhe

— the absence of failure detection on the cert :
SCADA hierarchy level is sufficient condition for Niérarchy levels (they are not depended of previous
hierarchy levels) by analyzing the current matrix

the failure absence on this hierarchy level, D(1)

~ the availability of failure detection on the Let's consider the algorithm of localization of
hierarchy levell . is sufficient condition for the independent failures. The upper level of failure

appearance of independent failures. Thus, all ®f thietection in SCADA refers to the backbone nodes
diagnostic features for failure detection refethe

independent failures, because of the informatior™ =1

flow direction during the automatic data collection__According to SCADA functioning logic, the
from upper to lower hierarchy levels; Increasing count of diagnostic features for failure

_ the count of independent failures through thi€tection, compared to a lower level of system
level of Smart Sensorgl  =2)is equal to the 'mn<lnUby IS the necessary but not sufficient
count of diagnostic features for failure detection; Criterian of existence of independent failures. As

— it is needed the additional analysis ofve know, low hierarchy levels ; <lI,,, UL, also
diagnostic matrix D(t) to define the count ofrefer to the backbone nodes.
failures on the some upper hierarchy lelg| > 2,
because of the different diagnostic features can ké =lmn ¥2Xh <I(S,), h=1,2,..
referred to the_: same failure; _ _ iL, =1(S) +1-1, (2)

— the availability of the diagnostic feature for . : _ . . .
failure detection on the hierarchy leviebl , for My, (L, Lin )=, (L 28 10, ©p Bt )

IUL,is necessary but not sufficient condition to |t the count of diagnostic features of the lower
detect the independent failure on the upp&fierarchy levell, . 0L, (2) is increased, compared

hierarchy level. Thus, it is needed the additloneEI a lower level of svstem. (L. . then we made a
criteria to determine the diagnostic feature as 2 yster, UL,

secondary or independent failure; conclusion about the performance of needed
— the absence of the detection of th&ondition of the existence of independent failures

independent failures on the hierarchy lekell  is 0N the SCADA hierarchy level,, .
the sufficient condition of absence mdependent : —(n (i C oty -
failures on the current hierarchy level; n(IL“*_l) (n?(th*l’llNI) .nOQLh,ll vt > 0F
— it is needed the additional analysis of the (N (iLy..,Liy t)=n. (L, .1t )> 0).
diagnostic matrix D(t) to define the count of . _
independent failures on the certain hierarchy leve| T N(iL,..) =1, then we compute the count of

| >|_, because of the different diagnostic featurediagnostic features to detect the independent
can be referred to the same failure. failures on the SCADA hierarchy leve],, 0L, .

Let's define the upper SCADA hierarchy level To do this, let's show the function of

| for diagnostic matrix D(t) using the following independent failure diagnostic feature detection

min

formula: f,(x, y)in a tabular format (see Tab. 1). This failure
_ _ can be detected using controllable parameter state
L = (0, L 1))? during its transmission on the next SCADA
(g,(2,Li, 1))? hierarchy level. Where: x is a controllable
2AT N ) parameter state on the previous hierarchy level
((9.(3.Liy 1))? |, 0L,; y is a controllable parameter state on the
0,(4,Li t))~ next hierarchy level |, : X, y)=1 is
(9,(4,1i, t)? h hy level I, 0OL; f; 1
((9,(5,Liy 1))?5:4):3):2):1):( necessary, but not sufficient condition of diagmost

feature existence to detect the independent failure
If iL,,, =0, then there are no failures detected,(x,y)=0 is necessary, but not sufficient

in the system for the timestamp t , else we casondition of diagnostic feature absence to detezt t
determine the upper level of failure detection gsinindependent failure.
the following formula: There is the following polynomial for this

| =1(S) +1-iL,. . function f,(x,y):
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f.(xy)=(2xy-2X - 2% y+ 2xy) (mod3) (3) for detection of independent failures on the
hierarchy level I,,, OL,, 1., <l,.,<I (S, taking

min

Table 1 - Thefunction of independent failure into account a state of receiving/transmitting
diagnostic feature detection in tabular format process completion based on polynomial function
X ofo[of 1] 1] 1] 2] 2 2 f2(xy. 9 (4).
0| 1] 2] 0] 1| 2| 0 1 2 - &
d Ny, (L Liy )=, @ze Odine Odie ©):
fixy) |0|O0[0] L] 0ol of 1 1 0 =

Let’'s determine the count of diagnostic features I_f_ an('L'l'_'“_' =0, then. this criterion '_S a
for detection of independent failures on théufficient condition, that no independent failures
hierarchy levell, ., OL,, | <I...<I(S,) based on have been detected on the hierarchy level iL.

If nfz(iL,l,iN,t)> 0, then this criterion is a

polynomial function f,(x, y) (3).
! sufficient condition of detection of independent

nfl(iL,l,iN L )= Ii fl (diL+2,iC (t)'diL c (t)) failures.

ic=1

Table 2 - The function of independent failure
If n,(iL,Liy t)=0, then this criterion is a diagnostic featur e detection levelstaking into

sufficient condition, that no independent failuresaccountalStateOf recetving/transmitting process

have been detected on the hierarchy level iL. completion in tabular format

If n(iL,Liy t)>0, then this criterion is a Ne Xy z)g (x| N XY 2] f(x
/i 2 /i 2
necessary, but not sufficient condition of detettio Y, 2) Y, 2)
of independent failures. We need to determine theT 79707 07 0 51 1 1 3 0
dependence of these diagnostic features froms Tol ol 1 0 161 1 2 q 1
previous hierarchy level to make a final diagnosis. 3 [o[ o 2 0 171 1 2 1 0
Furthermore, these diagnostic features should2 [0 1] 0 0 18] 1 2 2 0
correspond to the Data Transmission Channels5 [ 0] 1] 1 0 19 2 d ¢ 0
taking into account a state of receiving/transmggti | 6 | 0] 1] 2 0 20| 2 g 1 0
process completion. 710120 0 21| 2 g 72 0
We present the functior,(x,y,2) in atabular | 8 [0] 2] 1] 0 22| 2 1 ¢ 1
: . 9 [0[2]2 0 23 21 1 0
format (see Tab. 2) to determine the failure—~5T71T 575 ) YR B R )
diagnostic feature during transmission of TCO— 11711 o1 1 0 55T 33 0 1
controlled parameter through the system hierarchyz 77707 2 0 61 2 4 1 T
levels taking into account a state off 13 1| 1] 0 1 271 2 3 2 0
receiving/transmitting process completion betweeni4 | 1| 1| 1 0

neighboring levels. Where: x is a controlled
parameter state on the transmitting hierarchy level |et's form the matrix row of markers of
l,0L;; yis a state of the receiving/transmittingngependent failure4® for the hierarchy level iL
process completion on the hierarchy levelL,; z

is a controlled parameter state on the receiving |\t =[Aiic(V]

hierarchy levell,,, OL,; f,(X y,2) =1 is necessary, Aiic (0) = f,(d 50 (1), A,y (1), d e (D).

but not sufficient condition of diagnostic feature

existence to detect the independent failure; The count of detection of independent failures

f,(x,y,2) =0 is a sufficient condition of diagnostic iS computed by using the following formulas:

feature absence to detect the independent failure. . iy
There is the following polynomial for this n%(iL,l,iN,t)zz ANiie ©)&o,dy (1)),

function f,(x,y, 2): i1
f,(xy,)=Q2xyz=2%kyz2 Xy z xyz 2x2y(4) n, (iL, Ly vt)z_cz_l()\m,ic t)&edy ;- (1),

+2X°y?z+ X yZ+ xy 2-2 X § 2 (mod3).

n, (LLiy £)=n, (L2, t)= A ().
We determine the count of diagnostic features o, (L Lhy =0y, (L2 T) ,szll wie U
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