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Y cmammi 3anpononosano memoo oyinku cmawy KOMW romepa Ha 0643 aManizy cUucmemMHux nooiu
onepayitnoi cucmemu Windows 107Iposedeno ananiz cucmemnux nooil 8 36UAliHOMY PeXcumi ma npu
3apasicenni cucmemu sipycamu muny PetyaAma WannaCry. basyouucy na cmamucmuyi napamempis
nooiti onepayitinoi cucmemu OYI0 BUABIEHO 3AKOHOMIPDHOCMI, KOMPI ORUCYIOMb CMAH ONepayiiHoi
cucmemu. Ompumana CMamucCmuKka HAoaIa MONCIUBICMb nobyodyeamu HAOIp acoyiamusHux npaun O
BUABNICHHA KOMN IOMEPHUX 8ipycig. /i HaKONUYEeHHs CUCMEMHUX Nodil ma 07 iX nooanbuio2o ananizy,
no6y008ano aHmusipycHutl 000amox. /st weuoKo2o noulyKy KodCHo2o axmopy 8ipycHoi akmusHocmi y
AHMUGIPYCHOMY 000amMK), GUKOPUCTNAHO Xew-mabauyi. Po3pobiene npoepamue 3a06e3neuents 00360U10
8UABUMU ONUCAHI Y OaHIll cmammi paxmopu 3apaxcents ma 6J10Ky8amu 6UKOHAKHA 8iPYCHO20 NPOYeEC) .
Kurouoei crosa. anmugipycruil 3axucm, aHmugipyCHa CUCMeMa, aHaui3 CUCMeMHUX noditl, bazamopieHesi
Kapmu, aHaniz npoyecie onepayitinoi cucmemu, AcoyiamueHuil aHais.

B cmamve npeonodicen memoo oyenku cocmosiHusi KOMRbIOmMepPa Ha 6aze aHaIu3a CUCMEMHbIX COObIMuULL
onepayuonnou cucmemvt Windows 1071poseden ananuz cucmemmuvix coobimuil 6 00bIHHOM pedcume U npu
sapasicenuu cucmemwl eupycamu muna PetyaAu WannaCry.Ocrosvisascy Ha cmamucmuke napamempos
COObIMULL ONEPAYUOHHOU CUCEMbL OBLIO BbISIGIEHO 3AKOHOMEPHOCMU, KOMOPbLE ONUCHIBAION COCMOSIHUE
onepayuonHou cucmemvl. Ilonyuennas cmamucmuka npedocmasula 803MONCHOCHb NOCMPOUMb HAOOP
ACCOYUAMUBHBIX NPABUL OISl OOHAPYIHCEHUSI KOMNbIOMEPHBIX GUPYCO8. [l HAKONIEHUS CUCTEMHBIX
cobvimuti u 01 UX OaibHeluuwe2o0 aHalu3d, NOCMPOEHO AHMUBUPYCHOe npunodxceHue. s Ovicmpoco
NOUCKA KAHCO020 akmopa 6UpYCHOU AKMUSBHOCMU 8 AHMUSUPYCHOM NPUTIONCEHUU, UCNONb308AHO Xeul-
mabauyvl. Pazpabomannoe npoepammuoe obecneverue no3601UI0 BbIAGUNb ONUCAHHBIE 8 OAHHOU Cmamye
Gaxmopwi 3apadicenus u 6IOKUPOBANMb 8bINOJIHEHUE BUPYCHO2O NpoYecca

Knioueevie cnosa. awmueupychas sawuma, GHMUSUPYCHAS CUCMEMd, AHAIU3 CUCMEMHbIX COObIMULL,
MHO20YPOBHEGbIE KAPMbl, AHANU3 NPOYECCO8 ONEPAYUOHHOU CUCHEMbL, ACCOYUAMUBHBIL AHATIU3.

In the article the method of an estimation of a patar condition on the basis of the analysis otesys
events of operating system Windows 10 is offerkd. ahalysis of system events was performed in the
normal mode and when the system was infected bgedrsuch as PetyaA and WannaCry. Based on the
statistics of the parameters of the operating systeents, regularities was found that describestate of

the operating system. The obtained statistics pieavian opportunity to build a set of associativiesufor
detecting computer viruses. To accumulate systeemtg&vand for their further analysis, anti-virus
application are built. To quickly search for eaelttor of virus activity in an antivirus applicatipa hash
table was used. The developed software allowed igkentify the infection factors described in tarsicle

and block the execution of the virus process

Key words antivirus protection, antivirus system, system &analysis, multi-level maps, operating

system processes analysis, associative analysis.

Beryn. Ykpaina nemootpumana 0,4% BBII
a6o 10 mupn rpuBeHb B 3B'I3Ky 3 KiOepaTakoro
Bipycy Petya, sxomy migmamnucsi yKpaiHCBKi
komnanii 27 uyepBus 2017 poky. Bipyc
MOIIUPIOBaBCs Takok B Pocii, Anrmi, [amii Ta
IHIMX Kpainax €Bponu 1 Asii. Bxxe 10 30 uepBHs
10 BChOMY CBiTy 30WMTKHM Bif KibepaTaku ckmaiu 8
mipa  gomapis  [1]. AHali3 eIeMEeHTapHOTro
MOHITOpPY BipyCHOi aKTHBHOCTI, TIOKa3ye, Il aTaku
BiOyBaroThCs moceKyHAH. OOCATH KOMIT IOTEPHUX

BIPYCiB Ta MIKIJITMBOTO MTPOTPaMHOTO 3a0€3MeUCHHS
POCTYTh 13 3arpO3JMBOIO MIBUAKICTIO. HemomasHO
cepen mocTpaxpanux Big Bipycy BadRabbit
onmHIINCS KHiBChKUIT METPOIIONITEH, JIe BUHATILIA 3
Jaay cucteMa OaHKIBCBKUX cepBiciB, 1 Onechkuit
MDKHApOIHAW aepormopT, 1€ aTalli Iijmganacs
iHpopMalLiiiHa cucTeMa, B 3B'SI3KY 3 UMM BHHUKIH
3aTpuMKu periciB. KpiMm Toro, xakepu 3adenwin i
MiwnicrepctBo indppacTpykrypn [2, 3].
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boporeba 3 BipycamMm cTa€ OmHUM i3
MpiOpUTETHUX 3aBAaHb. He3Baxkaroum Ha yci
3YCHJUTS AOCTITHUKIB 1 pO3pOOHMKIB Y i Tamy3i, B
JIAHUI Yac He iCHYe TaKOi aHTUBIPYCHOI Mporpamu,
ska Moria 6 BHABUTH BCi BipycHi 3arposu [4-10].
Came ToMy TUTaHHS pO3pOOKH Ta BIOCKOHAJICHHS
AHTUBIPYCHHMX 3aCO0iB 3aJIMIIAETHECS aKTyaJbHOIO
HAyKOBOIO 33J1a4el0.

Mertow crarti € po3poOka cucTeMHu
BUSIBJICHHS KOMIT IOTEPHHX BIPYCIB, sika 0a3yeThes
HA  KOHICNTYaJbHWX  MNPUHIMIIAX  OOpOOKH
CHCTEMHUX TIOAIHN omepamiifHoi cuctemu. OCHOBHA
imess  poboTH  PO3POOJICHOTO  TPOTPAMHOTO
3a0e3neueHHs 0a3yeThCsl Ha MOTOYHOMY aHawi3i
KOMIT FOTEpHOI CHCTEMH Ta aHaTi31 MOAiH MmporieciB
BUKOHAHHS IMPOTPAMHOTO 3a0€3IeUCHHS.

Pe3yabTaTu po3podku Ta aociaikenn. Jlis
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ab Process Mame

SHauEHHA | Konso 2 |
M E <plorer, EXE [ | 3775 ([ 74.3%)
[ svchost.exe [ | 743(14.7%)
B dvurn. exe L1 | 123( 24%)
Misass.exe L] | 1200 2.4%)
Otaskhoste. exe [ | 93( 1.9%)
EBoxService. exe 0 | 72( 1.4%)

M services exe o | 32( 0.6%)
W Onelrive. exe o | 30( 0.6%)
O Searchindexer. exe o | 29[ 0.6%)
OEBoxTray.exe [ | 26( 0.5%)
EMsMpEng exe [ | 21( 0.4%)

W fortdrehost exe [ | 41 01%)

| 11 00%)
| 11 00%)

W wimiprese. exe [
O SecurityHealthS ervice. exe [

Pucynox 1 —CraTucTuka npoiecis B
HeiH(ikoBaHiil onepaniiiniil cucremi

ab Process Name

o . . JHa4EHHA | Kan-go / |
360py oA KOMIT FOTCPHO1 CUCTCMU BHKQpHCTaHO [ MsMpEng.exe [— | 552947 [ 69,3%)
mporpamMauii  momatok “Process Monitor”, mms  |BExplorerEXE = | 103860 11,0%)
aHanizy 3i6panoi cratuctuku —‘Deductor Studio = ([BPrcmenes L | 8300 [ 8.4%)
Academic,, PO3IISHYT HACTVIIHI TIoNs Moiii W Microzoft Phatos. exe ] | 15285 1.6%)
nic™. ros yTo CTy O of O RuntimeBroker. exe I | 12403 1,3%]
omepaniiinoi cucremu Windows 10: Time of Day, |Dconsentese [ | 12339 1.3%)
Process Name, PID, Operation, Path, Result, Dete|Bsvchost.ew I | 10874 1.2%)
Date & Time, Relative Time, Duration, Completion|Z2"== . o oo
Time, Event Class, Sequence, Image Pat|momosee 0 | 5470 ( 0,5%)
Company, Description, Version, User, |OsecuiyHeathserice.ere | [ | 3246 0.3%)
Authentication ID, Session, Command Line, TID [Bfewbere Pt
. . . PPIcationFramer ozl exe 2,
Virtualized, Integrity, _ Category, ._.Par.ent PID, \mauinns exe i | 980 ( 0.2%)
Architecture, mnpoaHaii3oBaHO MOMAIl BIpyCHHX EINOTEFAD EXE [ | 1911 ( 0.2%)
KOMaHJI Ta 310paHO CTaTUCTHUKY. gtaskhoslwexe : : 1830( 0.2%)
. . MPLRSTY. EXE 1738[ 0.2%)
I[HH aHamsy Ta P1H06pameHHﬂ JAaHux W Searchindexerexe [ [ 1237 [ 0.1%]
BI/IKOPI/ICTaHO r!pOFpaMHI/II/I J00aTOK Ded UC'[OT B rundl32 exe [ ] 1225( 0.1%]
Studio Academic [11]. O dwm.exe | | 368 0.1%)
[IpoananizoBano Hactynui mons: Process ESE';'CES-E“E : :g?g{ g}:}
Cmd.exe 17
Name, Result, Image Path, Event Class, Compar g .. ... | 610 ( 0.1%]
Version, Authentication ID, Categorflani mons €  |Miassexe | | 533( 0.1%)
HaOIbI 1HQOPMATHBHUMH Ta ONHCYIOTH 3MiHy  |Hconhosten | J 561 [ 0.1%)

CHCTEMHOT'O CTaHy.

3i0paHO CTaTUCTHKY pPOOOTH KOMIT IOTEPHOI
CHCTEMH B 3BHYAHOMY peXuMi Ta 1H(IKOBaHOI
Bipycamu PetyaAra WannaCry.

Amnani3 pisauii poborn iHdikoBanoi (puc. 2)
ta HeingikoBanoi (puc. 1) KOMIT FOTEPHOI CHCTEMH
NIOKa3aB BHKOHAHHS CUCTEMHUX MPOLECIB, SKI MPH
IITaTHIA poOOTI HEe OYJI0 BUABICHO. SIK MOXXJIHBO
nobauyntu Ha (puc. 2) 3'sBUBCS BIpyCHHI Ipolec
“PetyaA.exe”, KOoTpuid aKTHBHO BHUKOPHCTOBYE
mporiec  “rundll32.exe” cucremu Windows 3a
JIOTIOMOTOI0 ~ SKOTO ~ BiH  3aBaHTaXye€  BIpYyC
“PetyaA.dat” Ta mounHae BUKOHAHHS CHCTEMHHX
omepauid, Takuid sk Moau(iKalis peecTpy, 3MiHa
MBR Ta inme. AHami3 Ta BIJCTEXEHHA 3a
CHCTEeMHHMM HporpamMHuM noxatkoM “‘rundll32.exe”
Ta 3a HOro mMapaMeTpaMi [O03BOJISE ITOTEPEIUTH

3aITyCK MIKiTTUBOTO MPOTPaMHOTO JOJATKY.

Pucynok 2 —Cratuctuka npouecis B
indikoBaniii onepauniiiniii cucremi

[HIIMM BakKTUBUM  1HIUKATOPOM 3apakCHHS
CHUCTEMH € aHaNi3 pe3yibTaTy BHUKOHAHHS KOMAaH]I
(puc. 3).VY Bunaaky iH}ikyBaHHS CUCTEMHU BIpyCOM
3MIHIOIOCSA Pe3yIbTYIOUi 3HAUEHHs cucTeMH (pHC.
4), a came INVALID PARAMETER, INVALID
DEVICE REQUEST, NAME INVALID, NO EAS
ON FILE, ACCESS DENIED, 0xC0000906,
UNSUCCESSFUL, CANNOT DELETEnauenus
pe3yNbTaTy KOTPUX € BIIMOBA Yy MOCTYII, TiIBKH
3a1mc, Toulo.
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ab Result

3HaueHUA ‘ Kon-eo 2 |
CSUCCESS = I| 3392 [ 66.8%)
B MAME NOT FOUND [ | 1480 28.5%)
EREPARSE [0 | 81( 1.6%)
M EUFFER OVERFLOW [0 | 800 1.6%)
] [0 | 27( 05%)
HINVALID PARAMETER I | 23( 0.5%)
EACCESS DENIED [ |81 0.2%
CBUFFER TOO SMaLL [ | B[ 01%)

W N0 MORE ENTRIES [ | 5[ 01%)
CMAME COLLISION [ | 41 01%)
OFILE LOCKED wITH OMLY R... [ I3[ 01%)

W OPLOCK, HAMDLE CLOSED [ |11 0,0%)
ENO MORE MATCHES [ |11 00%

Pucynok 3 —CraTHCTHKA pe3yJbTaTiB
BHKOHAHHS KOMaH/ B HeiHdikoBaHii
onepaniiiniii cucremi

ab Fesul
SnausHan [ Koo 7]
ESUCCESS = i BO4EE2 (64,2%)
B NAME NOT FOUND = | 248940 26.4%)
W FAST |0 DISALLOWED - ] 52131 ( 55%)
BPATH NOT FOUND [ ] 8663 0.9%)
CIBUFFER OVERFLOW [0 | 7424( 08%)
EIFILE LOCKED WiTH ONLY READERS | [ ] 7304 [ 0.8%)

] 2489( 0.3%)

] 2311 [ 0.2%)
ONOT REPARSE POINT [ | 1846 0,2%)
BIS DIRECTORY [ ] 9361 0.1%)
B OPLOCK HANDLE CLOSED: I ] 934 0.1%)
CIBUFFER TOD SMALL I ] 530 0,1%)
I IMNvALID DEVICE REQUEST [ 1731 01%)
EINAME INVALID [ ] 7241 01%)
EIND EAS ON FILE [ ] 655( 0.1%)
WINO MORE ENTRIES [ | 538( 0,1%)
EIND MORE FILES [ ] 5271 01%)
WACCESS DENIED I ] 221 0.0%)
CINAME COLLISION I ] 174( 0,0%)
W END OF FILE [ | 38[ 0,0%)
BFILE LOCKED WiTH WRITERS [ ] 32( 0.0%)
B SHARING YIOLATION [ 1220 0.0%)
EIND SUCH FILE [ 110 0.0%)
M CANCELLED [ | 5[ 00%)
[] [ 1 61 00%)
[ 0+00000306 [ 1 4( 0.0%)
CIND MORE MATCHES [ ] 2( 0,0%)
CIUNSUCCESSFUL [ 111 00%
CICANMOT DELETE I 11100%)

Pucynok 4 —Cratuctuka pe3y/bTaTiB
BUKOHAHHS KOMAaH/[ B iHdikoBaHiii onepauiiiniit
cucremi

AHani3 JupeKTopii po3TalryBaHHS MPOTPamMH,
KOTpa BHKOHYETHCS, Ha/Ja€ CTATHUCTUKY BUKOHAHHS
cUCTeMHHX TporeciB. CHCTEMHI KOMIIOHCHTH Ha
IIPOrpaMu 3HAXOIATHCS Y CUCTEMHHUX JIHPEKTOPIAX
takux gk “C:\Windows\”, “C:\Windows\system32”,
“C:\Windows\system32\drivers”  Ta 1HIIIi.
HasiBHiCTh B TaHWUX AUPEKTOPIAX MOl BUIATICHHS,
Monu(ikarii 4y CTBOpeHHs (aillliB € CUTHAIOM
IUISL TIEPEBIPKU TIPOTIECIB, AKI BHKOPHUCTOBYIOTH ITi

nomii  (puc. 5). Ille omHOO  Ga3oBOMNO
XapaKTepPUCTUKOI0  3apaKeHHS €  CTaTHCTUKA
BUKOHAHHS omepanii  poOOTH 3  CHUCTEMHUM

peecTpoM, (HalI0BOK CHCTEMOIO, MPOodaiaiHroM
cucTeMu Ta poOOTH 3 mporecamu. [lopiBHIBHUIA
aHayi3 moxiit Mixk iHdikoBaHot (puc 6.) cucTeMor0
Ta HeingikoBaHowo (puc. 7) mokasas, 0 KiJIbKiCTh
omepauiid 3 CHCTEMHHUM DPEECTpOM 30UTbImiacs y
140 pasiB, pobota 3 (aiI0BOI CHCTEMOIO 3pocia
maibke B 500 pasziB, KilNbKiCTh BUKOHAHHX
CHUCTEMHHX IPOIIECiB 3pocia y 28 pasis.
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ab Image Path

Konso 2
= I| E52947 [ B9,3%]
| E— =l ]
) samo( 9.4%)

| — =y

| — Y ]
| <

3HaueHKa

[ C:MwindowshE wplarer, EXE
B serstWirtuall serD esktop\Procmon. exe

B C:\Program Files\WindawsAppsiMicrosoft Windows. Photos_17.425.100
B C:MwindowshS pstemn324R untimeB roker, exe

O Chwindowshsystem32\consent. exe

O C:\windowshsystem324avehast exe

E C:Awindows\spstern 324sihost exe

W System

O C:\windowshsystem32\DIHost. exe

H C:Mwindowshapstern 3245 ecurityH ealthS ervice exe

O ChwindowshS pstem32svchost.exe

W C:\UsershWirtualU sersDesktophPEPsPIPCL PiPFiPeP™\Petyat. exe
[ C:Mwindows\spstern 3244 pplicationFrameHost exe

O C:Mwindowshsustern 32840 DI0DG. EXE

I C:\windowshsystem32WND TEPAD.EXE

W C:Mwindowshapsterm 32 askhostm exe

O C:\Program Files\WWindows Defenderympuxsry.exe

[ C:\windowshsystem3245 earchindexer. exe

O C:windowshapstern324wnd|l32 exe

B C:Nwindowshsustern324dwmn, exne

O Cwindowshsystem32\services.axe

O C:Awindowsspstem324emid. exe

H C:Mwindowshapstem 32 srss. exe

B Cwindowshspstem 32\ lsass. exe

W C:Awindowshapstern324eonhost exe

| -
| — N W AE]

Pucynok 5 —Crarucruka ¢izuuHoro
PO3TYLIYBaHHSA MpoleciB HA TUCKY B
indikoBaniii onepaniiiniii cucremi

ab Ewent Clazz

Kon-so / |

1= | E00954 [ B3.8%)
— | 332344 35.3%]
0 | 7617 [ 0,8%]

[ | 1365( 01%)

Pucynok 6 —Craructuxka onepauiii
BHKOHAHHS KOMaH] 3 CHCTEMHHMM PE€ECTPOM,
(daiinoBoro cucremMoro, npodaiiiHry cucTeMu Ta
npouecamMu B iHdikoBaniii onmepauniiiHiii cucremi

ab Event Class

AHa4EHHA / | Fon-eo |
Ml Feqistry ;[ | 4353(85,7%)
EProcess I | 45( 0.9%)

W File System [ | B80(13.4%)

Pucynok 7 —Cratuctuka onepauiii
BHKOHAHHS KOMAH/I 3 CHCTEMHHM PEECTPOM,
(daiisioBor0 crcTeMoI0, NpodaiIiHry cHCTeMH Ta
npoiecamMu B HeiHdikoBaHiii onepauiiiniit
cucremi

OcTanHIM BHIUIEHHUM CHCTEMHUM (pakTopoM €
kareropii. Kareropii cucremHo-onepauiiHux momain
y iH(iKOBaHIi cUcTeMi BHIUIAETbCS HACTYIMHHUMHU
(hakTOpaMHU. POCTOM KITHKOCTI HEiAeHTH(IKOBAHUX
(mpuxoBanux) onepaniii, (puc. 8), 3'ABIAOTHCS
omeparii 3amucy METadaHuX Ta 30LIBIIYETHCS
KUTBKICTh OTepawiil 3UnTyBaHHS.
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ab Categary

| JHauEHHA | Kon-so 2 |
HRead (= 1| 523250 [ 55.5%)
u = | 359319(38.1%]
B Fead Metadata = | BE208 [ 6,0%)
Ow/rite I | 3188( 0.3%)
O'write Metadata [ | 335( 0.0%]

Pucynok 8 —Crarucruka kareropii
CHCTeMHO-onepaliiiHuX noaii B inpikoBanii
onepaniiniii cucremi

[Ticns  BU3HAYEHHS CTAHy  BUKOHYETHCS
igeHTudikamiss BipycHoro mnpouecy. Ha nanomy
erari 1 BHIUIIOTBCS TIPOLIECH 3 CYMHIBHUMH

BJIACTUBOCTAMH. I[JIH IbOTO BUKOHYETHCHA aHai3
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HACTYIHUX MapameTpiB moxiii: Company, Version,
Authentication ID.

AHami3yroud ~ MONACH  KOMITaHid,  MH
oTpuMaeMo iHQopMamiro o KOMIaHii, KoTpa
po3po0mia JaHWil TporpaMHUE  JgomaTok. Sk
MIPaBHJIO BIpYCH HE MAIOTh HISKHX ITIIIUCIB, TOMY 3
JIETKICTIO 1ACHTU(IKYIOTBCS 32 JaHUM (DaKTOpOM
(puc. 9). HactymuuM KpuTepieM Bifmbopy € Bepcis.
VY mporpamMHHX JomaTKax € Bepcis, KoTpa SK i
KOMITaHisl € BOKJIMBUM 1HIUKATOPOM. Y BipyCiB HE
Ma€ Bepcid Ta MiAMUCIB, TOMY IO PO3POOHUKHU
BipyCiB BeIyTh pO3pPOOKYy aHOHIMHO Ta Ha
MO (IKOBAaHUX IIPOTPAMHHUX TUTaThopMax.

]

1| 525015 [ 87.9%)

| 89010 9.4%)

ab Company
K.on-eo
Microzoft Corporation [
O Syzinternals - v, sysintemals. comn | [0
[ []

| 24911 [ 2.6%)

M Oracle Corporation [

| 334 0.0%)

Pucynok 9 —Craructuka mignucis komnasiii B indikosaniii onepauiiiniii cucremi

Came TOMy BIJICYTHICTH BEpCili IPOTPaMHOTO
JOAAaTKy MOXe OyTH O03HAKOK  IIKiJJIUBOTO
nporpamHoro 3ade3neuends. Ha puc. 10 3HaueHHS
3 BIJCYTHBOIO BEpCi€l0 BiZOOpa)K€HO UYEPBOHHM
KBaJpaToM 3 KiIbKICTIO oneparii 24911,

ab Version

‘|
1| F54953 [ 9.5%)
| 167554 ( 17.2%)
| 85010 ( 9.4%)

| 24911 [ 26%)

| 3246 [ 0.3%)

] 1513 [ 0.2%)

] 334( 0.0%)

] 275( 0.0%)

| 194 [ 0,0%)

| 137 0.0%)

| 137 [ 0.0%)

[E10.0.15063.0 [winBuild. 1601 01.0800)
0332

L

I 4.11.15063.332 [winBuild.160101.0800]
[ 7.0.15063.0 [winBuild. 1601 01.0500)
M5.1.22115126

010.0.15063.413 (winBuild.160101.0800)
[ 17.3.6917.0607

O11.16.595.0

M 10.0.15063.332 [winBuild.160101.0300)

=
[
L]

[
[
[
[

Pucynok 10 —CraTucTuka Bepciii
NporpaMHMuX A0AATKIB B iH}ikoBaHiii
onepaniniii cumcremi

OcranHiii BuaiTeHuil QakTop Kareropii €
iIeHTUdiKaTop 3amycky Impolecy. AHaTi3yloun
CTaTUCTHUKY iJeHTH(IKaTopa 3alycKy IpoLecy,

MOYJIUBO iIeHTU(IKYBaTH cepBic ab0 KOpHUCTyBaya,
KOTpHUH IHIMIIOBAB 3aIlyCK TPOIECy. Y HAIIOMYy
BUNAJKy BHUAIJICHO 1IeHTU(IKaTOp KOpUCTyBaya
“000e1346”, xoTpuii 10 LBOrO HE MaB TaKOl

KIUJTBKOCTI BUKOHYIOUHX MIPOLIECIB. IIpn
mopiBastBIM  iH(dikoBaHoi  (puc.  11) Ta
HeindikoBaHoi (puc. 12) cucremu BHIHO WO,
inenrudikarop “000003e7”  Takox 30LIBIIKB

kibkicTh noaid B 900pa3is.

ab Authentication |0

| 3HaueHHA | Kon-eo / |
000000000:0000037 M 1| 25521 (72.8%)
I 00000000:000e1345 | M | 149663 [15.9%)
W 00000000:000e1234 | M | 98285 [ 10.4%)

I 00000000:000003=5 I | 5086 [ 05%)

[ 00000000:000003=4 | | 2n5( 02%)

[ 00000000:0000b2=4 | 988 [ 0.1%)

[0 00000000: 0000556 | 138 0.0%)
[E00000000:0000561 e ] 137 [ 0.0%)

I 00000000:00000000 | 137 [ 0.0%)

Pucynok 11 —CratucTuka inenrudikaropis
3amycKy nmpouecy B iHdikoBaHiii onepaniiiniii
cucTemi
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ab Authentication 1D
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| SHaNEHKA | K.on-eo

A

[ 00000000:000b0f8:

| 3930 ( 77.3%)

Il 00000000: 0000037

| 782(15.4%)

I 00000000: 0000034

| Z28( 4.5%)

|

[ 00000000: 0000805
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[ 00000000:00000325
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000000000:00004=30

| 41 01%)

Pucynok 12 —CratucTuka inentudikaropis 3anmycky npouecy B HeindikoBaHii onepauiiniii
cucremi

Otpumani pe3yNbTaTH TIO3BOJIFITH
noOyayBaTH HaOip acoUiaTHBHUX MPaBHJ CHCTEMHU
BHSIBJICHHSI KOMIT IOTEpPHUX BipycCiB, 06a3yl0ounch Ha
napameTpax MOJiil omepariifiHoi cuctemu, a came

Process Name, Result, Image Path, Event Class,

Company, Version, Authentication ID, Category.
HapaMeTpaMH, 10 OIMUCYKOTh CTaH CUCTCMU €

BigHomeHHsT KITBKOCTI TPaH3aKIIii, B K€ BXOIUTH
HaOip F, mo 3aranpHOi KITBKOCTI TpaH3aKILii
(support)aabopy F mosaauumo sx Supp(F):

|Dg |
Supp(F) = ETF' 4
Hna  wmuoxunau { Company, Version }

: Process Name, Result, Image Path, Event Clag$yrpuvka 6yne nopismioe 0,5, Tomy wo jaHuit

Company. Ilapamerpu, wo  iIeHTUQDIKYIOTH
BipycHuii mporec €: Version gepcis mporpaMHOro
nonatky), Authentication ID i{mentudikarop
3amycky mporiecy), Category Kareropist CHCTEMHO-
oTepariiHol momii).

Hexaii | = {ij, i3, ..., |, ..., b} — 6e3niu (Habip)
napametpiB (00'exTiB) 3aramsHuM guciaoM N. Hexait
D — 6e3miu tpanzakuiit D = {T4, Ty, T, ..., Ty}, me
KOXKHA TpaH3akifis T —1ie HaOip eJIeMeHTIB 3 .

Habip BXOOUTH B JIBi TpaH3akMii 3 HoMepamu 11 2.
IIpu aHami3i BUKOHAHO OIIHKY MiHIMaJIbHOTO
3HAYCHHS MIATPUMKH Ha0opiB Supp,,. Habip
HasuBaeThesi vactuM  (large  itemset), skmio
3HAYCHHS HOro MiATPUMKH OiJIbIIe MIiHIMAJIbHOTO
3HaueHHs miarpumkr: Supp (F) > Supgh. Takum
YUHOM, TPU TIONIYKY ACOI[IaTHBHUX IIPAaBHII
noTpiOHO 3HANTH MHOKMHY BCiX 4aCTHX HaOOpiB:

L= {F| Supp(F) > Supp,i,}. (5

T ={i i ‘ij O |} 1) Hampuknan, mna wmuoxuaum {  Company,
) ) ) ) Version } ={", 3.32},
I[li mapameTpu BIONOBINAIOTE  HACTYIHIN
muosxkuii_ob'extis: | = { Process Name, Result, Supp({""} = {3.23}) = 7" 100% = 50%
Image Path, Event Class, Company, Version, OmxKe, MiATPUMKa npaBiia pisHa 50% (50%si

Authentication 1D, Category }. Ilpuxnagamu
TpaH3akuii Moxyte Oyt T; = { Process Name,
Result, Image Path, Event Class, Company,}=T
{ Version, Authentication ID, Category}.
MHOXHUHY TpaH3aKIii, B AKi BXOAUTH OO'€KT ij,
MO3HAYNMO B TaKWH CTIOCIO:

D, ={T.}i, OT,; j=1..n;r=1..m0D.

Hesxuii noBinpHu Habip o0'ekriB (ItemSet)
MO3HAYUMO B Takuit croci0:
F = {Ejl’:j el;j= 1..?1}, manpuknag F = {
Company, Version }Ha0ip, mo ckiagaerbes 3 K
CIIEMEHTIB, Ha3UBA€ThCS K-eleMEHTHHM HaOOpOM.
MHoXuHY TpaH3akUiii, B sKi BXomuTh Habip F,
MO3HAYNMO B TaKWH CTIOCIO:

Dr ={T.FOT,;r=1L.m0D

(3)

BCIX TpaH3akmiii wmicTate 1 «"», 1 «3.32»), a
JOCTOBIPHICTH IILOTO MpaBuia piBHa 66.7% (66.7%
31 BCIX TpaH3akIlid, MmO MICTITh «""», TaKOX
MICTSTB 1 «3.32»).

TakuM dYHMHOM 3a pe3yibTaTaMH aHANI3y
OTPUMAaHO HACTYIHI 3QJICKHOCTI: SKIIO B
TpaH3aKuii 3ycTpiBcs Aeskuil Habip eneMeHTiB Fy,
TO Ha MMJCTaBi IOTO MOKHAa 3pOOWTH BHCHOBOK
mpo Te, MmO IHmUH Halip emeMeHTIB F, Takox
MOBHHEH 3’ IBUTHCA B Lid TpaH3aKUii. AJTOpUTMU
TIONTYKY acCOITiaTUBHUX TIPaBWJI TPHU3HAYCHI IS

3HAXO/KCHHS BCIX MPaBUII F ;= | IPUIOMY
MIITPUMKA 1 JOCTOBIPHICTh IHMX MPABWI ITOBHHHI
OyTH BHWIIOKO 3a JesAKi Hamepes 3allaHi MOpOrH,
TOOTO 32 MiHIMAIBHY MATPUMKY (SUPRin)-
Pe3ynbTaT BUKOHAHHS OMHCAHOTO ANTOPUTMY
300paskero Ha (puc. 12). Sk Bumno i3 (pumc. 12)
po3pobJicHa TporpaMa peaniizye 3alporOHOBaHUIH
QITOPUTM OOpPOOKM Ta BUBOJIUTH CHUCTEMHI MOJIi.
[Ipn  3HAXOMKEHHI  aCOIIaTHBHOTO  IIPaBHIIA,
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KOPUCTYBady BHUBOJWUTHCS Ha3Ba iACHTH()IKOBAHOTO  BUKOPHUCTAHHIM XENI-Ta0JIHIIi, HaIPUKJIaI,
BIpyCHOTO mporecy Ta iHdopMmaliiiHe MOCWIaHHS TOPIBHAHHSA NUISXiB IUPEKTOpi Ta 3HAa4YCHb
po BUAAJICHHS iH(}IKOBaHOTO (ailmy mpomecy. Y  peectpy mporieciB. [  BHOUIEHHS  YacTHH
SIKOCT1 HaKOMUYyBayda CHUCTEMHHX MOAiil  CTPOKOBHX MJaHUX, TaKUX SK LUIAX A0 ¢ailmy
BUKOPHUCTOBYETBCSI CTPYKTypa JaHMX Yy BHUIVIAI ~ BUKOHAHHS, KIIOYl peecTpy Ta AETATbHHUN OINC
gepru. IloOymoBa weprm [03BONSIE BHKOHATH — INPOLECY,  BUKOPUCTAHO  MOJENb  KiHIIEBOTO
MOGTAHUI aHai3 JaHWX, a caMe YacTUHA JaHUX aBToMmary y Burisiai RegExp.

aHaNI3yeThCs, APYra 4acTHHA HAKONUYYETHCS I

nojansinoro aHanizy. lIBunkuii momyk eneMeHTiB

3  BIPYCHOIO  CHUTHATypOIO  BHKOHYETBHCS 3

BT Ch\Users\VirtualUser\Desktoph\AntivirusPetyaAWannaCry\AntivirusPetyaAWannaCry.exe - O X

"23:12:27,3311916", "MsMpEng.exe","1868" , "IRP_MJ_CLOSE","C:\Windows\System32\dllhost.exe","SUCCESS","","24.12.2817 23:12: A
27","96:80:10.1280248","0.06880037","23:12:27,3311953", "File System","n/a","C:\Program Files\Windows Defender\MsMpEng.exe
","Microsoft Corporation”,"Antimalware Service Executable","4.11.15663.8 (WinBuild.166161.888@)","NT AUTHORITY\CWUCTEMA",
"8p0p0a0e : 0eeea3e7", "a@","""C:\Program Files\Windows Defender\MsMpEng.exe""","732","False","0bAzaTencHan meTka\ObAzaTencH
b ypoBeHe cucTems","","548","32-bit"

"23:12:27,3312782","MsMpEng.exe","1868", "CreateFile", "C:\Windows\Petyah.dat", "SUCCESS", "Desired Access: Read Attributes,
Disposition: Open, Options: Non-Directory File, Open For Backup, Open Reparse Point, Open Requiring Oplock, Attributes:
nfa, ShareMode: Read, Write, Delete, AMlocationSize: n/a, OpenResult: Opened"”,"24.12.2017 23:12:27","98:80:18.1281114",

"8.e808115","23:12:27,3312897","File System’,"n/a","C:\Program Files\Windows Defender‘\MsMpEng.exe","Microsoft Corporatio

n","Antimalware Service Executable","”4.11.15663.@ (WinBuild.16©8181.086@)","NT AUTHORITY\CWMCTEMA", "@0008080:000003e7","0"

,"""Ci\Program Files\Windows Defender\MsMpEng.exe'"","732","False”,"06AzaTencHan meTka\06A3aTencHuid ypoBeHs cucTemu™,"",

"548","32-bit"

"23:12:27,3312962", "MsMpEng.exe","1868", "FileSystemContrel”, "C: \Windows\PetyaA.dat", "OPLOCK HANDLE CLOSED","Control: FSC
TL_REQUEST_OPLOCK","24.12.2817 23:12:27","80:06:16.1281294","9.8000489","23:12:27,3313451", "File System","n/a","C:\Progr
am Files\Windows Defender\MsMpEng.exe","Microsoft Corporation™"Antimalware Service Executable”,”4.11.15863.8 (WinBuild.
168101.0808)", "NT AUTHORITY\CWCTEMA","B0000000:008083e7","0"," " ""Ci\Program Files\Windows Defender\MsMpEng.exe""","732","

False","0ObAzaTencHaAn MeTka\ObBAZaTenbHui ypoBeHe cucTemu”,"","548", -bit"

tndows\PetyaA.dat”, "SUCCESS™, "Name: ‘\Windows\Pet
yaf.dat","24.,12.2017 23:12:27","80:00:16.1281648","0.86808032","23:12:27,33 48" ,"File System","n/a","C:\Program Files\W
indows Defender\MsMpEng.exe","Microsoft Corporation”,"Antimalware Service Executable™,”4.11.15863.€¢ (WinBuild.166101.888
8)","NT AUTHORITY\CWUCTEMA","©606808680:086083e7","8"," """ "C:\Program Files\Windows Defender‘\MsMpEng.exe""","732","False","06
AzaTencHaA meTka\DOAzZaTencHuid ypoeeHb cucTemn”,"Read Metadata™,"548","32-bit"

Inentudikosano sipycuwi npouec: 'Petyah’. Omnmc BnactuBocteit mporecy MSMpENg
Mpouec ‘PetyaA' TepmiHoBo 3aBepweHo, ¢ailn npoueca BuganeHo.

Pucynok 13 —Pe3ysibTaT BUKOHAHHS AJITOPUTMY Y BUIJIAAi IPOTPAMHOIO 10AATKY

BucHoBKkH. nmoOyJoBaHO  aHTUBIpycHMH  nmomaTtok. s
Pesynpratom poboTH € po3poOka MeEToqy — IIBHAKOTO TIOMIYKY KOXHOTO (hakTopy BipycHOI
AHTHUBIPYCHOTO 3axHCTy KOMIT'IoTepa Ha 0a3l aKTHBHOCTI y AHTHUBIPYCHOMY JIOJIaTKY,
aHaJ i3y CHUCTEMHHX IOMIA OMEpaIiiHOi CHCTEMH  BHKOPHCTAHO XEII-Ta0JIHIII . Po3pobieno

Windows 10.IIpoBeneHo aHaii3 CUCTEMHHUX TOAIA  MporpamHe  3a0e3NEYeHHs,  SKE  JO3BOJIHIIO
B 3BHUAHOMY PEKHMIi Ta TPH 3apaXKCHHI CHCTEMH  TPOAHATI3yBaTH CYKYIHICTh TOMiH, BH3HAYUTH
Bipycamn Ttuny PetyaA ta WannaCry. 3a cran cuctemu, Ta NpH HEOOXiAHOCTI, MPHUHHATH
JIOTIOMOTOI0  KIHIIEBOTO  aBTOMAaTy  BUIUJICHO  PIIICHHS PO BUAAJICHHS MIPOIECY.

IUpeKkTopil BUKOHAaHHSA B moji moxii “Image Path.

[ons moniii MiCTATH ABI YaCTHHH, KOTPi OMHUCYIOThH

CTaH CHCTEMH Ta KOHKPETHY Mofit0. ba3yrounch Ha 1. Yepez amaxu sipycy Petya Vkpaina 3a
CTaTUCTHULI  MapaMeTpiB mofAill  omepauiiiHoi  nieecoounu  eémpamura 10  wmapo  zpusens
CHCTEMH, BHUSBIIEHO  3aKOHOMIpHOCTI, KOTpi [Dnexmpounnwiti pecypc]. — Peoicum oocmyny 0o
ONMUCYIOTh  CTAaH  ONepamiiHOi  CHCTEMH Y  pecypcy: .
3BHYAHOMY pexumi  Ta mpu  3apaxensi  https://www.segodnya.ua/economics/enews/iz-za-

KomIT foTeparM  Bipycom. Otpmmana cratuctuka — ataki-virusa-petya-ukraina-za-polchasa-poteryala-
Hajana MOYJIUBICTb noOyayBaTH Habip  10-mlird-griven-ekspert-1069181.html
acoIliaTUBHUX MpaBuI JIRIE: BUSIBJICHHS 2. Bupycnas amaxa ¢ Yxpaune. ¢ CBY
KOMIT I0OTepHUX  BipyciB. IS  HaKOMWYEHHS  pacckasaiu, kaxk udem o6opvba c supycom Ce2o0ms
CHCTEMHMX TIOAiH Ta s iX momanbmioro anamsy, 2017 Prexmponnsiii pecypc]. — Peswcum docmyna
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perturbation in the form of dynamic chaos / S.

https://www.segodnya.ua/ukraine/virusnaya-ataka-Semenov., S.Gavrilenko // Transilvania University

v-ukraine-v-sbu-rasskazali-kak-idet-borba-s-
virusom-1066518.html

3. Kubepnonuyus coobwuira o nociedcmeusix
supyca BadRabbitors Vipaunet PUA Hosocmu
Yxpauna 2017 pﬂekmponﬂblﬁ pecypc). — Pesicum
docmyna pecypcy:.

of Brasov, Romania, Recent 44-Vol. 16 (2015), No.
1 (44), March 2015.— pp 36-40.
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.html
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